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Timing Side Channel Attacks

• Specific family of SCAs: Non-invasive, measures execution time

• Why do timing leaks originate?

• Secret-dependent control flow

• Conditional branching: RSA/DH’s square and multiply

• Table lookups: AES

• Compiler optimizations

• Microarchitectural behavior

• Solution: Converting conditional branches to constant-time code

https://labs.dese.iisc.ac.in/embeddedlab/timing-side-channel-attack-on-tinyml/



Constant-Time Code: Clangover

• Kyber message decompression: Contains a conditional branch

Naive implementation Original implementation

https://github.com/antoonpurnal/clangover



Compiler optimizations: Clangover

• Clang >= 15 on x86-64 with certain flags optimizes to conditional branch

• Key recovery attack in 5-10 min on ML-KEM-512

https://github.com/antoonpurnal/clangover

Without optimization flags With optimization flags



Selected Tools

• Valgrind

• MemCheck helps identify non-constant time implementations

• Operates directly on binaries compiled for specific architectures

• Kyberslash patch for variable-latency errors in division

• MemSan

• Follows the same functionality enabled by Valgrind’s MemCheck

• Operates at the LLVM-IR level: Multi-platform

• Native to clang compiler

Adam Langley. ctgrind. https://github.com/agl/ctgrind

https://valgrind.org/info/platforms.html

 https://kyberslash.cr.yp.to/index.html

https://clang.llvm.org/docs/MemorySanitizer.html#supported-platforms 



Poisoning Secrets

• Warns if undefined variable is used in a table lookup/conditional branch

• This mirrors the task we are required to do for constant-time analysis!

• Make secrets undefined, the output will tell if there are constant-time issues

VALGRIND_MAKE_MEM_UNDEFINED() __msan_poison()



LIBOQS Integration

• Why liboqs?

• Widely used library for post-quantum algorithms

• Continually updating and including new implementations

• How to do it?

• Include a specific test for CT that calls the poisoning of randombytes()

• “Unpoison” public keys, and verify() functions for signatures

• No danger: They are publicly available

• Store all unique warnings output by the chosen tooling into algorithm logs

• Log files include the function, file, line of code, and execution trace



Framework Design

• Open-source → end user compiles source code

• There exist many compilation parameters: Compiler, version, build, flags, …



Overall Results
Valgrind-Varlat/Clang Valgrind-Varlat/GCC

MemSan/Clang



Example - Valgrind-Varlat/clang (KEMs)
SNTRUP761: int16_nonzero_mask()

• clang-20 clang-13 clang-19 / generic / -O3 -Ofast

• Addressed in SUPERCOP and OpenSSH: liboqs is outdated

FrodoKEM: ct_select()

• clang-18 clang-20 / generic and optimized / -O1, -O2, -Os 



Example: Valgrind-Varlat/clang (SIGs)
OV: gf16v_mul_u32, batch_quad_trimat_eval_gf16, 

gf16mat_gauss_elim_row_echeleon

• clang-18 clang-20 / generic / all flags

Falcon: zint_sub, solve_NTRU, sint_norm_zero

• clang-18 and gcc / generic / -O3 -Ofast



Handling False Positives

• Problem: The tooling sometimes outputs false positives

• Example: During public parameter rejection sampling in ML-KEM and ML-DSA

• Solution: Passing supression files to the tools during testing

Valgrind-Varlat MemSan



SNTRUP761 – Warning Analysis

• Recap of “Streamlined NTRU PRIME”: SNTRUP761

• During decaps, Bob decrypts by multiplying sk with the ct received from Alice (two 

polynomials in a ring)

• One rule: The resulting polynomial from this decryption must be a 761-element that must 

have 286 coefficients set to 1 (weight = 286)

• This outcome is then passed on to a KDF to generate the shared secret



SNTRUP761 – Warning Analysis

liboqs/src/kem/ntruprime/pqclean_sntrup761_clean/crypto_core_wforcesntrup761.c

Checks whether the input’s 

weight = 286

If so, copies input into output, 

else output = (1,1,...,1,0,0,...,0)

Calculates the weight by recursively 

adding all coefficients

Substracts result from 286

Returns 0 if result is 286 and -1 if 

not

Uses bit-wise operations 

to generate a mask

If input is 0 return 0, 

else return -1



SNTRUP761 – Warning Analysis
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SNTRUP761 – Warning Analysis

• The timing leak does not provide information about sk directly, but rather 
whether the resultant weight after decaps is 286 or not

• Possible attack: Crafting a ciphertext to learn sk based on the timing leak

1. Design c’ such  that the weight of sk × c’ equals 286 only if g[0] = 1

2. Send c’ and measure response time

• Fast → weight was 286 → sk[0] = 1 

• Slow→ weight was not 286 → sk[0] = 0 

3. Repeat crafting different c’s targeting the other positions within sk



SNTRUP761 – Warning Analysis

• Replaced PQClean code with public-domain OpenSSH implementation

• Includes assembly instructions



CI integration

• Workflow that executes tests on all compilation parameters described

• Valgrind’s Kyberslash patch is built on the CI container directly

• Enables user interaction for specific algoritm selection

• Divide and conquer: More resources available

• Local execution is also available



Next steps

Reach out to research groups and update implementations 
accordingly

Analyze warnings and cathegorize false and true positives

Triage algorithms based on warning counts
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