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Agenda

= Introduction: the Quantum Threat

= Migrating to PQC
» Standardisation
= Roadmaps

= Best practices

= What’s left to do?
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The Quantum Threat

 How do QCs affect cryptography?
 When can we expect cryptographic relevance of QCs?
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Quantum computers break asymmetric cryptography

Traditional algorithms are under threat when QCs become more powerful .

Src: IBM Research — Src: Adobe
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Critical scenarios

e Store now-decrypt later: Adversaries may already
store encrypted data today to decrypt it once large-

RE Ly

S S N \

scale guantum computers are available.

 Complex systems: Replacing or hardening

cryptographic mechanisms in large and complex

systems will require long periods of transition.




BSI Study “Status of quantum computer development”

Goals

Overview of major quantum technologies,
Relevant technological developments,

Cryptographic impact.

Versions

Regular updates since 2018.
Most recently in Dec. 2025 (Version 2.2).

New BSI project: P1011 (currently in tender)
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Status of quantum computer
development

Entwicklungsstand Quantencomputer

https://bsi.bund.de/dok/study status guantum_ computer



https://bsi.bund.de/dok/study_status_quantum_computer

BSI Study “Status of quantum computer development”:

Evaluation of the main platforms

ault tolerant
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BSI Study “Status of quantum computer development”

Key Observations (2025)

Quantum computing is making steady progress towards

cryptanalytic relevance.

“[...] cryptographically relevant quantum computers are likely
to be available within 15 years.”

In case of new developments in error correction and mitigation
and relevant hardware, cryptographic relevance within 10
years is possible.
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Status of quantum computer
development
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https://bsi.bund.de/dok/study status quantum computer
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https://bsi.bund.de/dok/study_status_quantum_computer
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BSI Study “Status of quantum computer development”

Key Observations (2025)

Quantum computing is making steady progress towards

cryptanalytic relevance.

“[...] cryptographically relevant quantum computers are likely
to be available within 15 years.”

In case of new developme ror correction and mitigation

and relevant hardware, cry phic relevance within 10

years is possible.
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When can we expect “Q-Day“ to happen?

AVERAGE 2025 EXPERTS' ESTIMATES OF THE
LIKELIHOOD OF A QUANTUM COMPUTER ABLE TO
BREAK RSA-2048 IN 24 HOURS
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Source: Quantum Threat Timeline Report 2025, Global Risk Institute, March 2026 (Michele Mosca, Marco Piani) T T



https://globalriskinstitute.org/publication/quantum-threat-timeline-report-2025b/

The solution: Post-Quantum Cryptography (PQC)
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Figure 1. A simple view of key establishment using a KEM

Organisations standardising new PQC algorithms and protocols

NIST
ISO
IETF
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FIPS 203

Federal i ing

Module-Lattice-Based
Key-Encapsulation Mechanism Standard

Category: Computer Security Subcategory: Cryptography

Information Technology Laboratory
National Institute of Standards and Technology
Gaithersburg, MD 20899-8000

This publication is available free of charge from:
https://dolorg/10.6028/NIST.FIPS.203

Published August 13, 2024

U.5. Department of Commerce
Gina M. Raimondo, Secretary

National Institute of Standards and Technology
Laurie E. Locascio, NIST Director and Under Secretary of Commerce for Standards and Technology




Migrating to PQC
* Why is migration necessary now?
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PQC-Migration: Why now?

Cryptographic transitions take time i
In 1977, the Data Encryption Standard (DES) became the first published encryption standard. |7
The DES algorithm [2] had a 64-bit block size and a 56-bit key. Motivated by the threat of a Pl <
practical brute-force attack against DES’s 56-bit key, a variation of DES called Triple DES [3] (due
to its capacity to perform DES operations with two or three 56-bit keys) was introduced in 1999 °
as a temporary solution before a stronger algorithm could be standardized and made available 1
for use. This new and stronger algorithm, called the Advanced Encryption Standard (AES) [3] l
(with options for 128-, 192-, or 256-bit keys), was standardized in 2001. However, Triple DES .
continued to be used in many applications until it was finally disallowed in 2024. In all, the 7
complete transition from Triple DES to AES took 23 years. /
I

I
Source: NIST CSWP 39 updl T T l


https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.39-upd1.pdf
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Are we prepared for CRQCs?

RPMG o
BSI & KPMG market survey from 2023: Market SIII'VBY
« Main questions: on Gryptography and 1

 Are (German) businesses and public bodies aware of the Quantum GComputing Tl
qguantum threat?

* Have actions towards quantum-resilience been taken?
* What is the level of preparedness?

e Key finding: Participants do not expect to migrate to
guantum-safe cryptography in time

* Updated version? tbc

Market Survey I k

(only in German at the moment)



https://www.bsi.bund.de/DE/Service-Navi/Presse/Alle-Meldungen-News/Meldungen/BSI_KMPG_Quanten_230418.html
https://www.bsi.bund.de/DE/Service-Navi/Presse/Alle-Meldungen-News/Meldungen/BSI_KMPG_Quanten_230418.html
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BSI Guide “Quantum-safe cryptography”

BSI publication from 2021 \

Background on quantum computers, PQC, protocols, QKD

.\

Developments in politics, research and industry
 Recommendations for actions (excerpt):

— Preparation: cryptographic inventory

— Cryptographic agility

* Hybrid solutions for KEMs and signature schemes/

www.bsi.bund.de/dok/pgmigration-en

* Federal Office
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y -
Quantum-safe cryptography —

fundamentals, current developments and
recommendations

Migration to Post Qua
Cryptography

Recommendations for action by the BSI



http://www.bsi.bund.de/dok/pqmigration-en

Global PQC Standardisation

- algorithmic level -

=  NIST PQ-Standards

FIPS 203: ML-KEM
FIPS 204: ML-DSA
FIPS 205: SLH-DSA
(FN-DSA, HQC)

= |SO Standardisation

FrodoKEM
Classic McEliece
ML-KEM

TN
b({e] Standards
-4

o) —y

Read sample

)]

Check for
Updaies

FIPS 203

Federal jon P ing Standards Publicatic

Module-Lattice-Based
Key-Encapsulation Mechanism Standard

Category: Computer Security Subcategory: Cryptogaphy

Informaticn Technalogy L aboeatory
Mational Instivus of Standards and Technology m
Gaithersburg, MD 20599-8900

Check for
updates
This publication is available free of chargs from:
https /{doi arg /10 BDZE MIST FIPS 05

Publshed August 13, 2024

U5, Department of Commerce
Cina M, Reimoado, Secretany

Hational Institute of Standards and Techrob gy

Lzurie £ Locastio, MST Director and Under Secretary o Commerte for Stan dards aud Tect

Sectors

About ISO

Insights & news Taking part Store

ISO/IEC 18033-2:2006/Amd

2:2026

Information technology — Security techniques
— Encryption algorithms — Part 2: Asymmetric

ciphers

Amendment 2

Published (Edition 1, 2026)
<« This amendment applies to ISO/IEC 18033-2:2006

FIPS 2064

Federal jon P

Module-Lattice-Based Digital

Signature Standard

Category: Computer Security

Subcategory: Cryptography

I nformaticn Technobgy Laberatary
N ational Institute of Standards and Technobgy
Gaithersburg. MD 20829-5900

This publication is available free of charge from
e/ o 0rg/ 10, 60 28 fNIST.FIFS. 204
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Published August 13, 204

ndards and Technokgy
i ctor aed Under Secrtar

)

Check for
Updates

FIPS 205

Federal Information Processing Standards Publication
Stateless Hash-Based Digital Signature
Standard

Category: Computer Security Subcategory: Cryplography

Information Technobgy Laboratry
M ational Institute of Standards and Technokgy
Gaithersburg, MD 20809-8800

This publication i available free of charge from
https:/ dol.ofg/10 50 28 fNIST.FIF5 205

Publshed: August 13, 2024

U5, Departrent of Commerce
Gina M. Rsimond, Secretany

Hational Institute af Standards and Technalagy
Laurie £ Locasclo, MIST Durmctor and Un der Secretary o Commence 7or Stan dards avd Technology




Global PQC Standardisation

- algorithmic level -

Requirements and considerations for
standardisation

* General use vs specialised use cases
* Security proofs and sufficient cryptanalysis

* Diversity of underlying mathematical
problems

eral Office
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= CSRC MENU

Q

COMPUTER SECURITY
RESOURCE CENTER
CSRC

| Request for Additional Digital Signature Schemes for the

- Post-Quantum Cryptography Standardization Process

‘ September 06, 2022

\
f X in &

The Post-Quantum Cryptography (PQC) standardization process is continuing into a fourth round with the following key-encapsulation
mechanisms (KEMs) still under consideration: BIKE, Classic McEliece, HQC, and SIKE. However, there are no remaining digital signature
| candidates under consideration. As such, NIST is requesting additional digital idered in the PQC

‘ standardization process.

ignature proposals to be c
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Global PQC Standardisation

- protocol level - :

IETF/IRTF activity Internet Engineering Task Force (ILETF) K. Bashiri

Request for Comments: 9999 BSI1 o
. . . Category: Standards Track S. Fluhrer
* Hash-based signatures in X.509 certificates TSSH: 2070-1721 Clsco Systens ol
genua GmbH

* PQCin OpenPGP -> RFC9980 D. Van Geest

CryptoNext Security
5. Kousidis

* TLS1.3 s

December 2825 o
. /
IKEV2 IPseC Internet X.589 Public Key Infrastructure -- Algorithm Identifiers for
the Stateless Hash-Based Digital Signature Algorithm (SLH-DSA)
[ ]
Internet Engineering Task Force (IETF) D. Van Geest o
Request for Comments: 9882 CryptoNext Security
Category: Standards Track K. Bashiri
ISSN: 2878-1721 BSI J

Example: PQin TLS 1.3 ESSQ:: O/o

*  ML-KEM hybrid s‘t‘i"ciisfgzg K O/
* ML-KEM stand-alone Publication pipeline June 2025
* ML-DSA stand-alone 1509 Pubtic ey Infrastiucture \ )
e ML-DSA hybrid

 AuthKEM (hybrid KEM for authentication) Not (yet) adopted I k

Use of the H55 and XMS5 Hash-Based Signature Algorithms in Internet




PQC recommendations by BSI
Technical Guideline TR-02102-1

/Key encapsulation mechanisms:

» FrodoKEM and Classic McEliece

» ML-KEM

» (HQC-KEM when final standard is available)
* Signature schemes:

» ML-DSA

» SLH-DSA

» LMS/HSS und XMSS/XMSS*"MT

* Hybrid solutions (PQC + classical) are recommended

\NIST Strength Categories Il and V are recommended

B | oo secuiy \ o)
BSI - Technical Guideline
Designation: Cryptographic Mechanisms:
Recommendations and Key Lengths
Abbreviation: BSI TR-02102-1
Version: 2026-01 ‘
Asof:
|

January 23, 2026




PQC recommendations by BSI
Technical Guideline TR-02102-1

From 2032: classical asymmetric mechanisms only in combination with PQC

BSI empfiehlt Ende klassischer
asymmetrischer

Verschliisselungsverfahren

Ort Bonm
Datum 11.02.2026

Quelle: € jijornathai / Adobe Stock

In its annual update of cryptographic
recommendations (TR-02102), the German
Federal Office for Information Security (BSI)
advocates for the first time an expiration date for
classical asymmetric encryption methods.

According to the BSI, these methods should no
longer be used alone by the end of 2031, or as
early as the end of 2030 for highly sensitive
applications.

Instead, they should be combined in hybrid form
with post-quantum cryptography. For classical
signature methods, the discontinuation of their
sole use is planned for the end of 2035.
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European Roadmap for the Transition to PQC

EUROPEAN
COMMISSION

Brussels, 11.4.2024
C(2024) 2393 final

COMMISSION RECOMMENDATION
0f 11.4.2024

on a Coordinated Implementation Roadmap for the transition to Post-Quantum
Cryptography

®

Bundesamt
Tir Sicherheit in der
Informationstechnik

EX
REPUBLIQUE
FRANCAISE
st

it
erst
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European Implementation Roadmap for PQC

= Target audience: EU member states

N PN P
=  But recommendations are also applicable to different \‘ 0 Q

organisations \ . N |7
H x 1

Inventory,
prioritisation,
transition planning

Pilots ) .
Quantum-safe medium-risk use e \ o
NS
software/ firmware cases i COOPERATION
i “* GROUP M
National roadmaps updates

Successful
transition of high-

risk use cases
Successful

transition of

Part 1, Version: 1.1, EU PQC Workstream

11.06.2025

EU-Roadmap



https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
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Timeline for the EU Transition to PQC

Milestones to reach 0
* Byendof 2026 ol
1. PQC transition planning and pilots for high- and medium-risk use cases have been
initiated )
2. Initial national PQC transition roadmaps have been established by all Member 1
States.
* Byendof2030 R)
1. The PQC transition for high-risk use cases has been completed. S
2. PQC transition planning and pilots for medium-risk use cases has been completed. S
3. Quantum-safe software and firmware upgrades are enabled by default. K/
* Byendof 2035 /:

1. The PQC transition for medium-risk use cases has been completed. \ .
2. The PQC transition for low-risk use cases has been completed as much as feasible.
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International milestones
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Certification: Cryptographic Guidelines for EUCC

x *x, Primitive Scheme R /L|Notes
x *
DH [SPB00-56A, ISO11770-3 R ?
x enisa FF-DLOG I ﬁT—KE—Aut}JI,|58—Dllﬁ|1hgnn1pALtm:kz-4 Eﬂ—Qll.:—lntmuTh.rmLtl S
** o DLIES-KEM 15018(133—'21] R ol «
EC-DLOG LC_I:HI 131-‘3[}10—5&'1, lSDllTTD—Eh = H7-KE-Auth| |58-DHSubgroupAttacks], |h9-Quantium Threat)
European Cybersecurity Certification Group ECIES-KEM 18018[}33—4‘ R
Sub-group on Cryptography Wi ML-KEM |FIPS203] R |57-KE-Auth] [60-Hybridization] |61-ML-KEM Parameters o
FrodoKEM |[FRODO-KEM]| R |57-KE-Authl, |60-Hybridization| [62-FrodoKEM P;muut:l.t:mh
. , LWE |ML-DSA [FIPS204 R |51-Hybridization, 55-ML-DSA Parameters LS
Agreed Cryptographic Mechanisms
XMSS [SP800-208 R
53-OptionalHybridization, |54-StateManagement g
HASH |LMS [SP800-208 R
SLH-DSA |FIPS205 R |52-SLH-DSAParameters, |53-OptionalHybridization /
RSA |PKCS#1vl.5 IRFCSOlT, PKCS1,| L |48-PKCSFormatCheck|50-QuantumThreat O/
1509796-2] e
Version 2.0 O
April 2025




Immediate measures for PQC migration

/ Overall responsibility: Steering Committee

Inventory Prioritisation

Where is e Cost of migration vs.

cryptography used? Losses in case of

Sensitivity of data compromise

Life-time of date - Risk-based

Dependencies (e.g. approach

supply chain) Estimate transition
duration

partners
* Think crypto agility and interoperability

Planning/
Execution

Create dedicated
steering committee
Consider cost in
company finances
Implement quick
fixes /ad-hoc
EENIEN

e Consultation and coordination with (international)

% Federal Office
for Information Security




PQC @ BSI

[
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PQC migration @ BSI

[

Steering group
» Coordinated PQ migration at BSI
» Blueprint for steering committee: “PQC migration of the federal
government”

Administrative PKI (V-PKI)
» BSI maintains Root-CA
» Plan to migrate to PQC using a parallel approach

IT for Classified Information
> Evaluations at national and international level
» Migration roadmaps and action plans
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Lessons learned from BSI steering committee W

e Assigning responsibility is essential

* Involving divisions “far away from
cryptography” helps obtain a more realistic
approach

* Regular meetings keep members active and
engaged

* Transition must be prioritised by executives




Example: Migration of Germany’s Public Administration PKI

(“V-PKI“)

Goal: Trustworthy identity management for the public administration

Usage: S/MIME, TLS and other standard applications

Scale: 6 Sub-CAs, approx. 500.000 subscribers

Algorithm: RSA4096

Root 10y G Sub-CA 6y gmSubscriber 3y

In order to migrate V-PKI to PQC...

... new hardware security modules (HSMs) need to be developed.
... a quantum-safe PKI will be built in parallel to replace the existing PKI.
... different algorithms are currently being considered.
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Quantum-safe V-PKI — Choice of signature schemes

Important criteria [

/ o Conservative security assumptions \ iy

» with respect to a classical attacker

» with respect to a quantum attacker

o Performance: El

» Small signature- and public key-size ?
<5

» Fast signature verification

o Compatibility with standard applications \ f

\ o Easy handling on end user level / I l




Quantum-safe V-PKI
Candidates

— Choice of signature schemes

Conservative security | Performance

Algorithm Classical Quantum | SigSize+ | SigVerTime | Handling on
Attacker Attacker PK-Size end user level

XMSS, LMS
SLH-DSA V4
SLH-DSA-Few J
ML-DSA

X
(pure)
ML-DSA & J
ECDSA

v
v X v
v v v
X v v
X v v

v

?
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Approval of Crypto-Products for Classified Information
Transition Roadmap for the Restricted Level (VS-NfD)

Approved Cl products must deploy quantum-safe key exchange and asymmetric

cryptography from 1.1.2030.

Approved Cl products must provide quantum-safe signatures for software and firmware

updates from 1.1.2030.

Cl PKIs must be able to offer quantum-safe certificates for root, sub-CAs and users after

31.12.2030.

Non-PKI authentication services for Cl must transition to quantum-safe algorithms until

the end of 2030.
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BSI project: Open-Source Crypto Library Botan

Github: randombit/botan [
* Latest Botan version: 3.12 (BSl-approved: 3.7.1-RSCS1) -> Audit of 3.12 coming soon )

* Includes “BSI policy” which disables disallowed algorithms at runtime (if possible) ol «

* This year: HQC-module (Rust), PQC integration into X.509 certificates
PQC integration timeline RD
%
Kyber Hybrid TLS 1.3 FrodoKEM ML-KEM Classic McEliece /
: : : ! : K 7
3.5(07/24) 3.6(10/24) 3.7 (02/25) 7

1. 3.2 (0/23) 3.4 (04/24)

Dilithium HSS/LMS ML-DSA I
XMSS SLH-DSA

SPHINCS+ T T
35




What’'s left to do?
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Some challenges

*  “New” algorithms:
 Research and evaluation of side-channel attacks implementations of PQC e.g. on smartcards
* Cryptanalysis and optimisation of Round 3-candidates in NIST “Additional Digital Signature Schemes” call

* Achieving cryptographic agility in different contexts

* Interoperability

* On the protocol level: .
* Hybridisation: standards for key derivation, implementation and deployment for key exchange and
signatures/certificates
* Formal verification of drafts and standards l

* PQC solutions and/or analysis for specialised primitives or protocols, fancy crypto & upcoming topics, e.g. o
e PEC (ZKPs, FHE, MPC, ...) g,
* DNS /
«  PACE ya
* (CBOMs (tools, automatization, standard formats) \
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Useful resources [

BSI Technical Guideline TR 02102-1: https://www.bsi.bund.de/TR-02102

* Quantum computer study: https://bsi.ound.de/dok/study status guantum computer Pl ¢

* BSI “Quantum-Safe Cryptography”: http://www.bsi.bund.de/dok/pgmigration-en

O

e BSI: www.bsi.bund.de/Quanten 1

 EU Commission: Coordinated Implementation Roadmap: https://digital-

) ) ) ) .. g
strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum- /
cryptography K/

 AIVD, TNO, CWI: Handbook on PQC-migration: https://publications.tno.nl/GGTSPU-5537757d40cc219a- /:
46421-75772-e6CwRCyrOYzHLwWr0-LOD/publication/34643386/fXcPVHsX/TNO-2024-pqc-en.pdf \ 7

* Botan: https://github.com/randombit/botan and https://github.com/sehlen-bsi/botan-docs I k


https://www.bsi.bund.de/TR-02102
https://bsi.bund.de/dok/study_status_quantum_computer
http://www.bsi.bund.de/dok/pqmigration-en
http://www.bsi.bund.de/Quanten
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://publications.tno.nl/GGTSPU-5537757d40cc219a-46421-75772-e6CwRCyrOYzHLwr0-LOD/publication/34643386/fXcPVHsX/TNO-2024-pqc-en.pdf
https://github.com/randombit/botan
https://github.com/sehlen-bsi/botan-docs

Back up

| afe:’l\dobeStock/Azazul %



BSI position on QKD




Position Paper on Quantum Key Distribution

An alternative to PQC?

Theoretically, QKD can provide information-
theoretic security

QKD is currently unsuitable for majority of use
cases

QKD is not yet sufficiently mature from a security
perspective

—> The clear priorities should be the migration to

PQC and/or the adoption of symmetric keying.

% Federal Office
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iy
@ SWEDISH ARMED FORCES

Position Paper on
Quantum Key Distribution

French Cybersecurity Agency (ANSSI)

Federal Office for Information Security (BSI)

Netherlands National Communications Security Agency (NLNCSA)

Swedish National Communications Security Authority, Swedish Armed Forces

Executive summary

Quantum Key Distribution (QKD) seeks to leverage quantum effects in order for two remote parties to agree
on a secret key via an insecure quantum channel. Thizs technology has received significant attention,
laimi d d levels of security against artacks by both classical and quantum

computers.

Due to current and inh limitations, QKD can currently only be used in practice in some niche
use cases. For the vast majoricy of use cases where classical key agreement schemes are currently used it is
not possible to use QKD in practice. Furthermore, QKD is not yet sufficiently marure from a security
perspective. In light of the urgent need to stop relying only on quantum-vulnerable public-key

cry hoy for key establist the clear priorities should therefore be the migration to post-guantum
cryptography and/or the adoption of symmetric keying.

This paper is aimed at a general audi Technical detail: have therefore been left outto the extent
possible. Technical terms that require 2 definition are printed in italics and are explained in a gloszary at the
end of the document

Contents

1 The threat. 2
2 What QKD can provide 2
3 How QKD is technologically limited 3
4 Why QKD i not sufficiently marure s
5  Concl s
6 Glossary [
7 R 7

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/

Crypto/Quantum Positionspapier.pdf? blob=publicationF

ile&v=4



https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Quantum_Positionspapier.pdf?__blob=publicationFile&v=4
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