BPP START

MSG_DEBUG / KeyEschangelnitMessage
MSG_KEX DH_GEX_GROUP/ 1
MSG_KEX. DI GEX INIT K ExchungelMessag: UnimplementedMesage
MSG_KEX_DH_GEX_OLD_REQUEST/
MSG_KEX_DH_GEX_REQUEST/ Key I
MSG_KEXDH INI'T/ 1
MSG_KEX_ECDH_INIT/ i
MSG_EXT INFO/ 1
MSG_KEX_HBR_INIT/
MSG_IGNORE / KeyExchangelitMessage
MSG_NEWCOMPRESS /
MSG_NEWKEYS ) !
MSG_PING_CPENSSH ! KeyExchangelnitMessage
MSG_PONG_CPENSSH / KeyExchungelniMessig:

MSG_KEXINIT/ KeyExchangelnitMessige

MSG_ SER\ICE REQUEST CONNECTION /
G_ONIMPLEMENTED / KeyExchangelnitMe ssage

D_KEY_EXCHANGE_SPECIFIC /

MSG_UNKNOW

MSG_DEBUG
MSG_KEX_DH_GEX_GROUP { Unimplemente dMessage
MSG KEX _DH_GEX_INIT/ UnimplementedMessage
H_GEX_OLD_REQUEST/ Unimplemente dMessage
MSG KLx DH_GEX_REQUEST/ Unimplementedhlessige
T/ UnimplementedMessage:
nimplementedMessage
nimplementedhe ssage
MSG_ KEX ey [NIT Unimplementedencgs
MSG_IGNORE MSG_KEX_DH_GEX_REFL
MSG_NEWCOMPRESS / UnimplementedMessage MSG_KEXDH_REPLY
MSG_NEWKEYS / Unimplemente dMessige MSG_KEX_ECDH_REPLY !
MSG_PING_CPENSSH MSG_KEX_HBR REPLY / Key {
MSG_PONG_CPENSSH MSG_KEX_RSA_DONE / Key
MSG_KEX_RSA_PUBKEY UnimplementedMessage

1SG_SERVICE_ACCEP T/ UnimplementedMessige
MSG_ sEvCE . REQUEST_USERAUTH / UnimplementedMessage
CONNECTION / UnimplementedMessage

MSG_UNIMPLEMENTED
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SSH — The Protocol for Secure Remote Access




(Open)SSH Is a Case Study for the PQC Rollout

January 2019 March 2021 April 2022

TinySSH adds support for OpenSSH 8.5 switched to OpenSSH 9.0 made

first hybrid key exchange (hybrid) sntrup761 sntrup761-based hybrid
sntrupd591761x25519- sntrup761x25519- key exchanges the default
sha512@tinyssh.org sha512@openssh.com

e ° ° ° o >

April 2019 Feburary 2022

OpenSSH 8.0 adopted the OpenSSH 8.9 started to
TinySSH hybrid key offer sntrup761-based
exchange variant as hybrid key exchanges
experimental
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(Open)SSH Is a Case Study for the PQC Rollout

September 2024

OpenSSH 9.9 introduced
support for a ML-KEM-based
hybrid key exchange variant

mlkem768x25519-sha256
B J o

October 2025

OpenSSH 10.1 actively warns
users when a non-post
quantum key exchange is
negotiated

April 2025

OpenSSH 10.0 replaces
sntrup761 with ML-KEM as
default key exchange

* >

July 2026

OpenSSH 10.4 introduced
support for ML-DSA-based
public keys for server and client
authentication as experimental
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In this talk, you will learn about...

SSH and the strict KEX extension

Active state machine learning (SML)

|ldentifying strict KEX violations with SML

How SML can aid the PQC transition




SSH Is Split Into Separate Layers

=

SSH Connection Protocol [RFC4254]

P

SSH Authentication Protocol [RFC4252]

SSH Transport Layer Protocol - Binary Packet Protocol
(TLP) [RFC4253] - SSH Key Exchange

TCP/IP




The SSH Transport Layer Consists of 5 Phases

Client Server

Protocol Version Exchange

KEXINIT SSH Key

Algqrithm KEXINIT > Exchange
Negotiation

KEX_HYBRID_INIT

> . .
KEX_HYBRID_REPLY, NEWKEYS (Hybrid) Cryptographic
= = Key Exchange

NEWKEYS

Activation of e
New Keys

SERVICE_REQUEST .
]_ Transition to the

SERVICE_ACCEPT Authentication Protocol
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The Terrapin Attack Broke SSH’s Channel Integrity

Client Man-in-the-Middle Server

Protocol Version Exchange

KEXINIT
>
KEXINIT
<
KEX_HYBRID_INIT >
< KEX_HYBRID_REPLY, NEWKEYS
NEWKEYS
>

SERVICE_REQUEST
SERVICE_ACCEPT




The Terrapin Attack Broke SSH’s Channel Integrity

Client Man-in-the-Middle Server

Protocol Version Exchange

KEXINIT
P>
KEXINIT
<
KEX_HYBRID INIT N
< KEX_HYBRID REPLY, NEWKEYS
NEWKEYS IGNORE >
/\ SERVICE_REQUEST

>
k) SERVICE_ACCEPT




Current Hybrid PQ KEX Are Vulnerable To Terrapin

The Terrapin attack has two root causes

1. Partial transcript authentication
2. No sequence number reset when activating new key material

Hybrid PQ KEX inherit both root causes, enabling Terrapin attacks

V_C, client identification string (CR and LF excluded)
V_S, server identification string (CR and LF excluded)
I_C, payload of the client's SSH_MSG_KEXINIT

I_S, payload of the server's SSH_MSG_KEXINIT

K_S, server's public host key

C_INIT, client message octet string

S_REPLY, server message octet string

K, SSH shared secret

RUHR
UNIVERSITAT
BOCHUM

RUB



Strict KEX is the Countermeasure against Terrapin

= Described in draft-ietf-sshm-strict-kex-01 and consists of two parts:
1. Implicit sequence number reset
2. Hardened message handling during initial key exchange

= Assumption: Sequence number reset is implemented correctly
» Otherwise, the implementation would not be interoperable

= RQ: Are SSH implementations accepting optional messages during initial KEX
despite strict KEX enabled?
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Strict KEX Can Be Described as a Mealy Machine

PRE

KEXINIT / KEXINIT

IGNORE Algorithm

Other 93 KEXINIT
messages
KEXINIT
Other 93 messages

Negotiation
Done

KEX_HYBRID_INIT /
KEX_HYBRID_REPLY

Keys

Other 93 messages

Derived

NEWKEYS / NEWKEYS

KEX

Complete

TCP

Closed

Insight:

Strict KEX violations are
additional paths.

Problem:

How to derive the state
machine of an SSH
implementation?

RUHR
UNIVERSITAT

BOCHUM

RUB



Active State Machine Learning Can Derive a
State Machine by Interaction

System

under Final
Learning Hypothesis

(SUL) A
l

l

l

. . 1

Equivalence ; Counter- ; Learr_nng |

Oracle example Algorithm |

l

1

l

Initial Equivalence Refined .
Hypothesis Oracle Hypothesis

Learning
Algorithm




Our SSH State Learner Features a Novel SSH
Mapper and Equivalence Oracle

Learning
Algorithm

1 Equivalence Oracle

Happy Flow
Novel SSH — Mutation
Mapper

1 Random Words

System
under
Learning
(SUL)




The Happy Flow Equivalence Oracle Explores
Input Sequences Close to a Protocol’'s Happy Flow

KEX HYBR SERVICE_
KEXINIT ID INIT NEWKEYS




The Happy Flow Equivalence Oracle Explores
Input Sequences Close to a Protocol’'s Happy Flow

KEX_HYBR SERVICE_
KEXINIT IGNORE NEWKEYS




The Happy Flow Equivalence Oracle Explores
Input Sequences Close to a Protocol’'s Happy Flow

Full exploration for up to n insertions (here n = 2)

KEX_HYBRI SERVICE_
D_INIT REQUEST

SERVICE_

KEXINIT IGNORE REQUEST

NEWKEYS

KEX_HYBR
ID _INIT

KEXINIT IGNORE SERVICE

IGNORE NEWKEYS

REQUEST

SERVICE
REQUEST

KEX_HYBR
ID_INIT

SERVICE_

KEXINIT IGNORE REQUEST

NEWKEYS

Happy Flow Mutation: 133,011 test sequences <<< Full Exploration: 689,869,781,056 test sequences
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Our Equivalence Oracle Reduces Learning Time
from Hours to Minutes

# States # Queries
Algorithm Time [s] Total Key Ex. Total Final
Random words 3,189 8 6 45,466 21,163
Random Wp 37,367 38 6 792,680 745,542
Wp-method 128,8321' 18 6 4,533,240 369,529

This work 206 9 6 8,906 3,769




We Observed Two Implementation Flavors

Immediate Termination Implementation Taint-based Implementation




We ldentified 4 Different Violation Categories

FRE KEXINIT l

ALG
NEGOTIATION
DONE

&
Ny

Category C1 — Early Message Injection Category C2 — Flow-dependent Injection




We ldentified 4 Different Violation Categories

PRE KEXINIT

FRE KEXINIT

*O

’ ALG

MEGOTIATION

ALG
NEGOTIATION

Category C3 — Partial Hardening Category C4 — Late Message Injection




7/ out of 10 Implementations Violated Strict KEX

Observed Violations
Implementation Version Os C1 C2 (C3 (4
AsyncSSH 2.20.0 {} — ﬁ- - —
Bitvise SSH 9.43 . - - = -
Dropbear 2025.87 D = = - 3
Erlang SSH 5.2.8 A = = ¥ -
Golang x/crypto/ssh  0.37.0 D = = = -
LANCOM LCOS 10.90.0126 Rel =& e
libssh 0.11.1 r4)
OpenSSH 9.9p2 74
Tectia SSH 6.6.5.353 -
TinySSH 20250201 74

IIIIIIII
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We Uncovered Two High-Severity Vulnerabilities

Rogue Session Attack against Tectia SSH (CVE-2025-32942)

= Attacker can log a victim into an attacker-controlled account
= CVSS 7.2 (High)

Unauthenticated Remote Code Execution in Erlang SSH (CVE-2025-32433)

= Erlang SSH accepted channel requests during the initial key exchange
= CVSS 10.0 (Critical)




The PQC Transition Is Not a Simple Swap in Math

In theory, transitioning to PQC is “simple”

“Find all occurrences of classical asymmetric cryptography, replace it with its post-
quantum-secure counterpart.”

In practice, transitioning to PQC involves a lot of protocol engineering

= New algorithm identifiers

= Changes to algorithm negotiation and possible fallbacks
= New / adapted protocol flows with new code paths

= Hybrid constructions

= Or even completely new constructions

RUHR .
UNIVERSITAT
BOCHUM



The PQC Transition Is More Complex Than Strict KEX

Strict KEX was a minor The PQC transition
change introduces entirely new
protocol flows

* New algorithms (identifiers)
* New protocol flows

* Hybrid constructions

« Sequence number reset

« Hardened message
handling during the initial
key exchange

A minor change broke in 7 of 10 implementations; PQC changes far more.




State Learning Can Guard the PQC Transition

- T C

Black-box Systematically Learned models Re-running the

approach, no explores behavior can be diffed learner is cheap

source code beyond the happy  against the whenever a new

access required flow specification, algorithm or
across versions, extension lands
and across

implementations




There are Plenty of Valuable PQ Learning Targets

= PQ/Hybrid KEX negotiation and fallback
= Framing and error handling of large PQ ciphertexts and keys
= PQ authentication will change the authentication state machine

= For SSH: Interaction of new KEX methods with strict KEX

= Do sequence number resets and message restrictions still apply?
= We already verified this for sSntrup761x25519-shas12@openssh.com

Goal: Identify possible deviations in implementations before large-scale deployment
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Conclusion

= We implement a state learner to find strict KEX violations
= Each violation represents an additional path in the implementation’s state machine

= At least 7 out of 10 implementations violate strict KEX
= Across 4 different violation categories
= Two additional high-severity vulnerabilities

= State learning can aid the PQC transition
» The PQC transition is highly complex with a lot of changes to existing protocols
» Try to catch deviations before rollout
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Thanks! Questions?

Link to our paper

https://doi.org/10.1145/3719027.3765208

E-Mail:
Bluesky:
Mastodon:

fabian.baeumer@rub.de
@skrillor.bsky.social
@Skrillor@infosec.exchange
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Abstract

$SH is an important protocol for secure remate shell aceess to
servers on the Internet. At USENIX 2024, Baumer et al. presented
the Terrapin attack on $SH (6], which relies on the attacker inject:
ing optional messages during the key exchange. To mitigate this
attack. SH vendors adopted an extension developed by OpenSSH
called strict key exchange ("strict KEX). With strict KEX, optional
messages are forbidden during the handshake, preventing the at-

tack. In practice, this should simplify the state machine of an SSH
handshake to a linear message flow similar to that of TLS.

I this work, design,
of strict KEX in popular SSH serves
whi machine of an implementation
In practice, it is limited by the number of learned i the

‘sing black-bos stote learning,

can uncover the hiddes
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15 pages. hifps:
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1 Introduction
SSH. The Secure Shell (S5H) protacol was developed to prevent

sniffing and active man-in-the-middle (MitM) attacks when an ad-

ministrator executes commands on a remote server. Such servers
can be stand-alone Linux or Windows systems, cloud-based virtual

machines, o

complexity of the state machine. Thus, learning the complete state
machine of $SH is infeasible. Previous rescarch on SSH, therefore,
excluded optional messages, learning only a partial state machine.
However, these messages are a eritical part of the Terrapin attack.
We propose to instead leam the complete state machine of the
handshake phase of an SSH server, but with strict KEX enabled
We investigatc the sccurity of ten SSH implementations sup-
porting strict KEX for up to five key exchange algorithms. In total,
ines, revealing significant differcnces in the

We show that seven i violate
strict KEX specific d two critical security

One results in 4 rogue session attack in the proprietary Tectia SSH
implementati other affects the official SSH implementation
of the Erlang Open Telecom Platform, and enables unauthenticated
remote code execution in the security context of the SSH server

CCS Concepts
ctworks —» Transport protocol
fication; Security protocols.

rotocol testing and veri-

Keywords
§SH, State Learning, Strict Key Exchange, Protocal Violations, Mes-
sage Injection, Man-in-the- Middle
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agement systems. The security of SSH servers is thus of critical
importance to the Internet and telecommunication networks. Sinee
the release of the SSHv2 standard in 2006 by the IETF as  series
af RECs [33-37], SSH has continuously evolved through a series of
extensions, some published as separate RECs, some developed by

the community, and some proprietary to a single product. In 2024,

the IETF formed the Secure Shell Maintenance (sshm) working
group. intending to revitalize the standardization of SSH under its
leadership. These efforts were also motivated by the workdwide
transition to p ind the

H standard chang

againt the Tereapin attack that secuire

Terrapin Attack and Strict KEX. At USENIX 2024, Baumer et al
presented the Terrapin attack [6] against the integrity of the en

rypted and authentiated chanel n an SSH connection. The at-

s routers, switch I man-

tacker can
ning of the channcl. for cxample, drop an EXT_INFO message. The
attack cxploits that SSH allows optional messages in the handshake

(¢ &. the TGNORE messages in the partial state machine in Figure 2),

and the fact that sequence numbers are ot resel before switchingto
authentieated encryption. As mitigation, OpenSSH proposed a new
protocol extension called strict KEX [39). The client and server can
negotiate this protocel extension by sending a pseudo-algorithm

identifier in their KEXINIT messages. If proposed by both parties,
any optional or invalid messages must cause the handshake to fail,

effectively banning these messages from this phase. This restriction

is al lied y to any before KEXINIT.

Additionally, the two sequence mumber counters maintained by

each peer will be reset, for cach of the two unidirectional channels,

after sending and receiving the NEWKEYS message
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