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SSH – The Protocol for Secure Remote Access
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(Open)SSH Is a Case Study for the PQC Rollout

TinySSH adds support for 
first hybrid key exchange

sntrup4591761x25519 -
sha512@tinyssh.org

January 2019

OpenSSH 8.0 adopted the 
TinySSH hybrid key 
exchange variant as 
experimental

April 2019

OpenSSH 8.5 switched to 
(hybrid) sntrup761

sntrup761x25519 -
sha512@openssh.com

March 2021

OpenSSH 8.9 started to 
offer sntrup761-based 
hybrid key exchanges

Feburary 2022

OpenSSH 9.0 made 
sntrup761-based hybrid 
key exchanges the default

April 2022
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(Open)SSH Is a Case Study for the PQC Rollout

OpenSSH 9.9 introduced 
support for a ML-KEM-based 
hybrid key exchange variant

mlkem768x25519 - sha256

September 2024

OpenSSH 10.0 replaces 
sntrup761 with ML-KEM as 
default key exchange

April 2025

OpenSSH 10.1 actively warns 
users when a non-post 
quantum key exchange is 
negotiated

October 2025

OpenSSH 10.4 introduced 
support for ML-DSA-based 
public keys for server and client 
authentication as experimental

July 2026
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In this talk, you will learn about…

SSH and the strict KEX extension

Active state machine learning (SML)

Identifying strict KEX violations with SML

How SML can aid the PQC transition
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SSH Is Split Into Separate Layers
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SSH Connection Protocol [RFC4254]

SSH Authentication Protocol [RFC4252]

SSH Transport Layer Protocol 
(TLP) [RFC4253] 

- Binary Packet Protocol

- SSH Key Exchange

TCP / IP



The SSH Transport Layer Consists of 5 Phases
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ServerClient

Protocol Version Exchange

KEXINIT

KEXINIT

KEX_HYBRID_INIT

KEX_HYBRID_REPLY, NEWKEYS

NEWKEYS

SERVICE_REQUEST

SERVICE_ACCEPT

SSH Key

Exchange

(Hybrid) Cryptographic 

Key Exchange

Transition to the 

Authentication Protocol

Algorithm

Negotiation

Activation of

New Keys
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ServerClient

Protocol Version Exchange

Man-in-the-Middle

KEXINIT

KEXINIT

KEX_HYBRID_INIT

KEX_HYBRID_REPLY, NEWKEYS

NEWKEYS

SERVICE_REQUEST

SERVICE_ACCEPT

The Terrapin Attack Broke SSH’s Channel Integrity
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ServerClient

Protocol Version Exchange

Man-in-the-Middle

KEXINIT

KEXINIT

KEX_HYBRID_INIT

KEX_HYBRID_REPLY, NEWKEYS

NEWKEYS

SERVICE_ACCEPT

The Terrapin Attack Broke SSH’s Channel Integrity

SERVICE_REQUEST

IGNORE



Current Hybrid PQ KEX Are Vulnerable To Terrapin
The Terrapin attack has two root causes

1. Partial transcript authentication

2. No sequence number reset when activating new key material

Hybrid PQ KEX inherit both root causes, enabling Terrapin attacks

10



Strict KEX is the Countermeasure against Terrapin
▪ Described in draft-ietf-sshm-strict-kex-01 and consists of two parts:

1. Implicit sequence number reset

2. Hardened message handling during initial key exchange

▪ Assumption: Sequence number reset is implemented correctly

▪ Otherwise, the implementation would not be interoperable

▪ RQ: Are SSH implementations accepting optional messages during initial KEX 

despite strict KEX enabled?
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Strict KEX Can Be Described as a Mealy Machine
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KEXINIT / KEXINIT

KEX_HYBRID_INIT / 
KEX_HYBRID_REPLY

NEWKEYS / NEWKEYS

Other 93 messages

Other 93 

messages

Other 93 messages

KEXINIT

IGNORE

▪ Insight:

Strict KEX violations are 

additional paths.

▪ Problem:

How to derive the state 

machine of an SSH 

implementation?

Other 92 messages

KEX

Complete

Keys 

Derived

Algorithm 

Negotiation 

Done

TCP

Closed

BPP 

Start

PRE 

KEXINIT
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Active State Machine Learning Can Derive a 

State Machine by Interaction

System 

under 

Learning 

(SUL)

Initial 

Hypothesis

Refined 

Hypothesis

Final 

Hypothesis

Learning 

Algorithm

Equivalence 

Oracle

Learning 

Algorithm

Equivalence 

Oracle

Counter-

example
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Our SSH State Learner Features a Novel SSH 

Mapper and Equivalence Oracle

Learning 

Algorithm

System 

under 

Learning 

(SUL)

Novel SSH 

Mapper

Equivalence Oracle

Happy Flow 

Mutation

Random Words
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The Happy Flow Equivalence Oracle Explores 

Input Sequences Close to a Protocol’s Happy Flow

KEXINIT
KEX_HYBR
ID_INIT

NEWKEYS SERVICE_
REQUEST
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The Happy Flow Equivalence Oracle Explores 

Input Sequences Close to a Protocol’s Happy Flow

KEXINIT IGNORE
KEX_HYBR
ID_INIT NEWKEYS

SERVICE_
REQUEST



KEXINIT IGNORE KEX_HYBRI
D_INIT

SERVICE_
REQUEST NEWKEYS SERVICE_

REQUEST
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The Happy Flow Equivalence Oracle Explores 

Input Sequences Close to a Protocol’s Happy Flow

KEXINIT IGNORE
KEX_HYBR
ID_INIT

IGNORE NEWKEYS SERVICE_
REQUEST

KEXINIT IGNORE
SERVICE_
REQUEST

KEX_HYBR
ID_INIT

NEWKEYS SERVICE_
REQUEST

Full exploration for up to n insertions (here n = 2)

Happy Flow Mutation: 133,011 test sequences <<< Full Exploration: 689,869,781,056 test sequences



Our Equivalence Oracle Reduces Learning Time 

from Hours to Minutes
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Taint-based Implementation

We Observed Two Implementation Flavors

Immediate Termination Implementation
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Category C2 – Flow-dependent Injection

We Identified 4 Different Violation Categories

Category C1 – Early Message Injection
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Category C4 – Late Message Injection

We Identified 4 Different Violation Categories

Category C3 – Partial Hardening



7 out of 10 Implementations Violated Strict KEX
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We Uncovered Two High-Severity Vulnerabilities

Rogue Session Attack against Tectia SSH (CVE-2025-32942)

▪ Attacker can log a victim into an attacker-controlled account

▪ CVSS 7.2 (High)

Unauthenticated Remote Code Execution in Erlang SSH (CVE-2025-32433)

▪ Erlang SSH accepted channel requests during the initial key exchange

▪ CVSS 10.0 (Critical)
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The PQC Transition Is Not a Simple Swap in Math
In theory, transitioning to PQC is “simple”

“Find all occurrences of classical asymmetric cryptography, replace it with its post-

quantum-secure counterpart.”

In practice, transitioning to PQC involves a lot of protocol engineering

▪ New algorithm identifiers

▪ Changes to algorithm negotiation and possible fallbacks

▪ New / adapted protocol flows with new code paths

▪ Hybrid constructions

▪ Or even completely new constructions
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The PQC Transition Is More Complex Than Strict KEX
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Strict KEX was a minor 

change

• Sequence number reset

• Hardened message 

handling during the initial 

key exchange

The PQC transition 

introduces entirely new 

protocol flows

• New algorithms (identifiers)

• New protocol flows

• Hybrid constructions

A minor change broke in 7 of 10 implementations; PQC changes far more.



State Learning Can Guard the PQC Transition

Black-box 
approach, no 
source code 
access required

Systematically 
explores behavior 
beyond the happy 
flow

Learned models 
can be diffed 
against the 
specification, 
across versions, 
and across 
implementations

Re-running the 
learner is cheap 
whenever a new 
algorithm or 
extension lands
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There are Plenty of Valuable PQ Learning Targets
▪ PQ/Hybrid KEX negotiation and fallback

▪ Framing and error handling of large PQ ciphertexts and keys

▪ PQ authentication will change the authentication state machine

▪ For SSH: Interaction of new KEX methods with strict KEX

▪ Do sequence number resets and message restrictions still apply?

▪ We already verified this for sntrup761x25519 - sha512@openssh.com

Goal: Identify possible deviations in implementations before large-scale deployment
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Conclusion

▪ We implement a state learner to find strict KEX violations

▪ Each violation represents an additional path in the implementation’s state machine

▪ At least 7 out of 10 implementations violate strict KEX

▪ Across 4 different violation categories

▪ Two additional high-severity vulnerabilities

▪ State learning can aid the PQC transition

▪ The PQC transition is highly complex with a lot of changes to existing protocols

▪ Try to catch deviations before rollout
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Thanks! Questions?
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E-Mail: fabian.baeumer@rub.de

Bluesky: @skrillor.bsky.social

Mastodon: @Skrillor@infosec.exchange

Link to our paper

https://doi.org/10.1145/3719027.3765208
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